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TURBINE Performance Evaluation

Two rounds of performance evaluation
2009 and 2010

In this presentation biometric performance per se
Performance report algorithm and system performance

No security performance -
this will be covered by Koen Simoens in the next talk
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TURBINE

Algorithm developers
Morpho (France)
Precise Biometrics AB (Sweden)
Philips Research Europe (The Netherlands)
University of Twente (The Netherlands)
Biometric performance evaluator
Gjavik University College (Norway)

Security performance evaluator
K.U.Leuven (COSIC) (Belgium)
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(L)) TURBINE

TURBINE Database

GUC 100 - primary test database
6 scanners,

100 subjects, all 10 fingers, -
12 sessions, ~ 72000 images [/

Sequestered database
(no access granted
to algorithm developers)
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GUC 100 Database

12 sessions (on separate days)
Temperature variation (Norway 2008/09)
Large intra-class variation

Uncontrolled
No image quality control

Controlled

Quality was controlled to some extend visually (e.g. by
wetting fingers if necessary)

Sequestered database
No access granted to algorithm developers
Disjunct database provided for training
ISO 29159 Dataset ID #56 for GUC 100
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Performance Metrics

According to ISO/IEC 19795-1

Algorithm performance
FMR vs. FNMR

System performance
FAR vs. FRR

Metrics
FAR = FMR*(1-FTA)
FRR = FNMR*(1-FTA) + FTA
FTA = FTC + FTX*(1-FTC)

FTX — #—of —not—encoded—images
7 total-#—of —images— submitted—to—encoder
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Performance Reporting

Performance in terms of

DET curves

EER and FRR@FARO0.1%

result = f (algorithm, sensor, data subjects, environment)
Target performance:

FRR of 1% at FAR of 0.1%
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Performance report

Minutiae level
Without considering image quality
With image quality (NFIQ > 3 counted in FTC)

Pseudonymous ldentifier (Pl) level
Intensive computations
Less points in DET curves
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FNMR, %

Minutiae level:

Benchmarking of Sensors using COTS Neurotechnology
without considering image quality

Algorithm performance System performance
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Minutiae level: J)TuRBINE

Benchmarking of Sensors using COTS Neurotechnology
with considering image quality (NFIQ<3is FTC)
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Pl level: Protection vs. Performance

10
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2"d Round Testing

Minutiae algorithms
PBAISO2 (extractor and comparator)
PBAEXT?2 (extractor and comparator)
MPHEXT2 (extractor only)

Pl algorithms
MPHPI12b (software only)
MPHPI2a: (On-Card-Comparison alias match on card)
PREPI2: (software only)
GUCPIZ2: (software only)

More than 200 test scenarios in total
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Algorithms in 2" Round

Publications in

TURBINE

« http://www.turbine-project.org/publications 2010.php

Publications resulting from TURBINE in year 2010

.0 Gafuroy, = ingerprint Verification at the Minutiae and
Pevdiorymous dentifier Levels”, Accepted to the 2010 IEEE Cnnferenmnns»fsmms Man and Cybernetics
(SMC2010), Istanbul, Turkey, 10-13 October, 2010.

= Bian Yang, Christoph Busch, Davrondzhon Gafuroy, Patrick Bours "Renewable Minutise Templates with Tunable Size
and Security” Accepted to the 20th Intermational Conference an Pattern Recognition (ICPRI010), Istanbul, Turkey,
23-26 August, 2018,
it/ fwww, cpr2010.0rg/ICPR10_ContentListieb_2.html#tuat?_02

= Haiyun Xu, Raymond N. J. Veldhuis "Binary representations of Fingerprint Spectral Minutiae Features”. Acepted to
the 20th Internatianal Conference on Pattern Recognition (ICPR2010), Istanbul, Turkey, 23-26 August, 2010,
it/ fwww, cpr2010.0rg/ICPR10_GortentListWeb_2. htmi#tuatd_23

 Bian Yang, Davrondzhon Gafurav, Christoph Busch, Patrick Bours, “Encrypting Fingerprint Minutize Templates by
Random Quantization” Accepted to the Special Session on Real Time Biometric Salutions for Networked Society
(RT-BioS 2010) at the Second International Conference on Networked Digital Technologies 2010, Prague, Czech
Regublic, 7-9 July, 2010.
it/ fwww dirf crg/ndt2010/reaitme.asp

® Haiyun Xu, Raymond N. J. Velchuis, Spectral Minutiae Repressntation For Fingerprint Recognition”.
Accepted to CVPR 2010, the Twenty-third [EEC Conference on Computer Vision & Pattem Recognition, San
Francisca, CA, 13-18 June 2010,

/o, umd praio

* Emile ). €. Kekboom, Gary Garcia Molina, Jeroen Breebaart, Raymond N, J. Veldhuis, Tom A. M. Kevenaar, and
Willer Jonker, "Binary Biometrics: An Analytic Framewnrk to Estimate the Performance Curves Under Gaussian
Assumption” IEEE transactions on systems, man, and cybemetics—part a: systems and humans, vol. 43, no. 3, May

2010
http:/fdoc.utwente.ni71010/
» Davrondzhon Gafurov, Patrick Bours, Bian Yang and Christoph Busch, "GUEL6! Multi-scanner Fingerprint Database
for In-tiouse and Evaluation” Canference an
Science and Tts Applications (ICCSA), Fukuoka, Japan, 23-26 March, 2010, 522,
hitp:/ [, computer.org/portalwebycsdydoi/10.1 109/ ICCSA 2010.71

Publications resulting from TURBINE In year 2009
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® Davrondzhon Gafurev, Bian Yang, Patrick Bours and Christoph Busch, o
Biometric Systems” International Biometric Performance Testing Conference, National Institute of Slzndards and
Technology (NIST), Gaithersburg, USA, 2+4 March, 2010, hitps//biometrics.nist.gavics_linksibpc2010

pf

 Kelkboom, E. ). C., Breebaart, 1, Buhan, L, Veldhuis, R. N. 1, "Analytical tempiate protection performance and
maimu A2y 22 ghven 2 Gaussan medele bometic sctrce" Proc. SPLE defense, secuy and sensig, 2010
it/

* EIs KINDT, "The use of privacy enhancing techrologies for biometric systems analysed from a legal perspective” in
M. Bazzi et al. (Eds.). Privacy and Identity, [FIP Intemational Federation for Informaticn Processing AICT 320, 2010,
pp 134145,

® Bian, Y, Busch, C, Bours, ® and Gafurow, D. Gjavik Univeristy College, "Robust Minutiae Hash for Fingerprint
Tempiate Protection” Proc. SPIE, Vol. 7541, 54108 (2010]; Coi:10.1117/12. 838998 , Jan,, 2010 hitp:/jeix.doi.org
/10.1117/12.838998

# Halyun X, Raymend N. J. Velchuis, Tom . 1. Kevenaar, nd Ton A, H. M. Akkermans °4 fast Minutiae-fiased
Fingerprint Recogrition tems Journal, [EEE. DOY 10.1109/15YST. 2000, 2034045, ate of curent version:

26 janwier 2010, Volume: 3 Issue: 4 - page(s): 418 - 427
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Fusion in 2" Round Testing

Multi-scanner

Multi-sample

Multi-instance
Multi-sample-instance
Multi-sample-instance-algorithm

i;?;; TURBINE Evaluation - 2011-01-17

SEVENTH FRAMEWORK
PROGRAMME



Improvement from round #1 to #2

Reflecting research
fro m O 6 , 2 O O 9 ‘8 ] — emSAGEXT_vmSAGEXT_esIDT_vsIDT_Multisample case

3 — emSAGEXT2_vmSAGEXT2_esIDT_vsIDT_Multisample case
to 06 20 1 O —— emPBAEXT_vmPBAEXT esIDT_vsIDT_Multisample case
— emPBAEXT2 vmPBAEXT2 esIDT vsIDT_Multisample case

Multi-sample  ®1
Enrolment
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Best Biometric Performance

MTE1

P11

P12

P12

P13

P13

P11+
P12+
P13
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Image quality & single sample enrolment

No image quality & single sample enrolment

No image quality & single sample enrolment

Image quality & multisample enrolment

No image quality & single sample enrolment

Image quality & multisample enrolment

Three layer fusion at decision level:
multi-sample-instance-algorithm

FNMR= 0.57% @ FMR=0.1%

FNMR=31.28% @ FMR=0.07%

FNMR=31.30% @ FMR=0.02%

FNMR= 8.96% @ FMR=0.14%

FNMR=12.30% @ FMR=0.1%

FNMR= 3.89% @ FMR=0.1%

FNMR= 0.60% @ FMR=0.1%
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Performance evaluation: from benchmarks to airport deployment
The field trial at Thessaloniki International Airport

» Demonstrator in a real-life environment:

* Application 1:

3 Staff Member Access to Security Zones

* Application 2:
Staff Member Access to Cargo Runway

o v SRS "IN e g L |
¥ ," . » The functionalities examined included :

\// msnde the bundln ' .

) o Enrolment and verification

*  Duplicate enrolment checks,
e.g. a subject can not enroll multiple times

*  Revocation and re-enrolment,
e.g. a subject revokes a pseudo-identifier
and requests a new enrolment
to the same service.

Watch lists

ARRIVALS: Access control

)
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Summary and Conclusion

Pl level verification provides gain
with respect to privacy

We observe some degradation of
the biometric performance

Security analysis must also be taken into
account in order to select good algorithms
See next presentation by Koen Simoens
In the future: ranking of algorithms

Operational evaluation validates
performance and throughput
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Questions and Answers grunoine

GJOVIK UNIVERSITY COLLEGE

FACULTY OF COMPUTER SCIENCE AND
MEDIA TECHNOLOGY

Christoph Busch, Dr.-Ing.

Professor

P.0. Box 191, N-2802 Gjgvik, Norway
Phone: +47 61 13 51 94

Fax: +47 61 13 52 40

E-mail: christoph.busch@hig.no
www.hig.no | www.nislab.no
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